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Summary
In 2014, Norway exported defense material for the value of NOK 3.4 billion. Norway has
certain regulations in place to control the export of arms and military equipment, part
of which is the much-debated issuance of End-User Certificates (EUCs), which binds the
end-user either to not re-transfer the arms purchased, or to do so only under certain
controlled circumstances. While in theory EUCs may prevent recipients from illegally
using or re-exporting to a third party, verification procedures are rarely implemented in
practice.
This study finds that monitoring of weapons export is heavily reliant on the cooperation of
Norwegian defense companies and independent monitoring is done on an ad hoc basis.
More importantly, Norway has never performed post-delivery checks and does not have
the capacity to do so. Finally, there are no clear response mechanisms in case of EUC
violations.
The report recommends that the Norwegian government should acquire the capacity
to better monitor and enforce EUCs while increasing the transparency of the overall
weapon export process. To achieve this objective, important lessons can be drawn from
the best practices of exporting countries. Effective end-user control is an indispensable
component of the broader fight against weapons diversion and can become a powerful
deterrent against transgressors. Despite evident costs, neglecting end-use monitoring and control will eventually cause harm to both Norway’s legal weapons exports and
Norway’s positive image abroad in the long run.

Summary
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INTRODUCTION
In 2014, Norway exported defense material for the value
of NOK 3.6 billion, out of which NOK 2.9 billion constituted
military equipment1. While this constituted a 15% decline
in the total export since 2013, Norway moved up in its world
ranking amongst other arms and military equipment exporters from 19th place to 17th.2 Being a significant exporter
of arms and military equipment on the world-level calls
upon a certain responsibility, in particular for these trade
policies not to counteract other strategic interests of
Norway, such as sensitive equipment going into the wrong
hands. To achieve this, Norway has certain regulations in
place to control the export of arms and military equipment, part of which is the much-debated issuance of EndUser Certificates (EUCs).
End-User Certificates (EUC) are important tools for preventing illegal or irresponsible arms transfers. It is effectively a document used in international transfers to certify
that the buyer is the final recipient of the materials, and
to which a number of re-export or control clauses can be
added. While in theory End-User Certificates may prevent states from re-exporting, verification procedures are
rarely implemented in practice. Effective end-user monitoring and further post-delivery export controls are thus
indispensable components of the broader fight against
weapons diversion and can also serve an important role
as powerful deterrents on transgressors.
Despite evident costs, neglecting end-use monitoring will
eventually cause harm to both Norway’s legal weapons
exports and more importantly, in the long run - Norway’s
reputation as a peaceful country. The Norwegian government should acquire the capacity to monitor and enforce
EUCs while increasing the clarity of the overall post-delivery phase of weapons export.

Structure Outline
In the first part of this paper, we will define the scope of
the research in terms of what we understand by weapons
and why we restrict our study to the post-delivery control stage of weapons export, after which we will present
the existing legal framework for regulating End-User
Certificates in Norway. The second part of the report looks
at three key aspects of Norwegian End-User Certificates:
(1) what does this legal document include - the nature of
the clauses incorporated in EUCs, (2) how its practice is
monitored by existing Norwegian agencies and tools and
(3) the response mechanisms in case of violations. A third
part will look at how these Norwegian practices fare compared to other Western weapons export countries such as
large NATO partners (United States, Germany and the UK)
and smaller ones similar to Norway (Sweden, Switzerland
and Finland). A series of recommendations based on best
practices from the country-study will make up the final
section of this report whose aim is to contribute in a constructive way to the EUC debate in Norway.

Methodology
This report is based on a wide range of international and
national legal documents, academic articles, specialized reports and journalistic investigations as referenced
in the bibliography. The report also draws on a range
of official and non-official, structured single, as well as
group interviews with about 10 researchers and weapons-experts from various European countries as well
as Norwegian Ministry of Affairs officials based in Oslo,
Norway. Representatives from major Norwegian weapons
companies were not available for interviews.

1   Det Kongelige Utenriksdepartement (2015-2016). “Eksport
av forsvarsmateriell fra Norge I 2014, eksportkontroll og
internasjonalt ikke-spredningssamarbeid”, Meld. St. 8.
Available at: https://www.regjeringen.no/no/dokumenter/
meld.-st.-8-20152016/id2459560/
2   See SIPRI Arms Transfers Database. Available at: http://www.
sipri.org/databases/armstransfers
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I. DEFINITION AND THEORETICAL FRAMEWORK
I.A.

Scope of the Research

The scope of the analysis is to explain the current guidelines of the Norwegian Ministry of Foreign Affairs on
weapons sale and cover export of defense-related products, equipment designed or modified for military use,
dual-use items, and technology and services for military
use.3

Norway produces a wide range of defense-related
products. Very few Norwegian companies export
small arms, light weapons, ammunition, and components (SALW) such as the flagship M72 LAW rocket launcher or the Raufoss Mk211 .50 caliber bullet
by NAMMO AS4. The majority of exported material
is actually parts and components such as micro-electromechanical systems (MEMS) technology
supplied by Norwegian electronics manufacturer
Sensonor to develop precision-guided munitions5. In
many cases a finished weapons system will not be
designated as Norwegian because Norwegian parts,
subsystems or components are integrated with
parts from other sources.

Focus on Post-Delivery Controls
Sales of weapons and ammunition between countries can
be seen as a linear process. The arms transfer chain can
be divided in four distinct stages: (1) licensing (2) in transit
movement (3) delivery (4) post-delivery uses and retransfers (potentially to a third user). Unauthorized re-transfers, also called diversion, can occur in any of the four
stages.

3   Guidelines of 28 February 1992 for the Ministry of Foreign
Affairs when dealing with applications concerning the export of defense-related products, as well as technology and
services for military purposes (most recently amended 28
November 2014). Dual use items are items that can serve the
purposes of both civilian and military (i.e. a radio system).
Available at: https://www.regjeringen.no/contentassets/
e19e0d2f0fe74437897036c1ddaf45f6/guidelines-for-defence-related-exports.pdf
4   See M72 Nammo factsheet for more details: https://nammo.
com/what-we-do/shoulder-launched-munition-systems/m72/
5   Sensonor Press Release (November 18th, 2014) “Sensonor
gyro module has been selected for the SIMBAD RC System”
http://www.sensonor.com/media/98407/sensonor-stim210gyro-in-production-with-mbda’s-simbad-rc%20system.pdf
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Figure 1: The arms transfer chain
Reports on Norwegian End-User Certificates (EUCs) have
so far tackled end-user verification and diversion prevention measures prior to delivery. The licensing stage has
been at the centre of a worldwide campaign since 2001
and is well documented in the case of Norway. Notably,
the 2012 ‘Bullets Without Borders’ PRIO report discusses in great details the gaps in Norwegian export licence
guidelines and decisions.6 Since then, progress has been
made in the assessment of potential end-users and recent reforms have had some effect on putting in place a
more thorough vetting process at the licensing stage.7
While some argue for stricter guidelines for export of
Norwegian weapons, this is outside the scope of this paper and will not be touched upon. This report will solely
focus on the under-studied and complex fourth stage of
post-delivery use and retransfer. Thus, post-delivery control rather than prevention of diversion is at the heart of
this report.
6   Kyrre HOLM & Nicolas MARSH (2012) “Bullets Without
Borders“ https://www.kirkensnodhjelp.no/contentassets/
c1403acd5da84d39a120090004899173/2006/control-arms-rapport1.pdf
7   See Regulations relating to the Export of defense-related
products, dual-use items, technology and services (updated
in June 2013). Available at: https://www.regjeringen.no/globalassets/upload/ud/vedlegg/sikkerhetspol/eksportkontroll/
export_regulations1404.pdf
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I.B.

Spectrum of EUCs

Monitoring Tools

There are three distinct and essential components of
EUCs to take into account in the post-delivery stage: (1)
the nature of the clauses incorporated (2) the existing
monitoring tools and (3) the response mechanisms in
case of violations
Nature of Clauses
The purpose of EUCs is to control who the final end-user
of the equipment exported is. This is important, as many
countries have foreign policies that ban the export of military equipment to certain countries, most often places of
conflict, as this can be considered passive support of one
side or the other in an international conflict, and thus a
breach of a possibly wanted neutrality status. EUCs thus
serve an important purpose in binding the end-user either
to not re-export or re-transfer the arms purchased, or to
do so only under certain controlled circumstances. The
most common clauses that can be included in EUCs are:
(1) Simple ban on subsequent exports
(2) Commitment to only re-export arms to certain
destination countries
(3) Subjecting any re-export to prior authorization
(4) Simple notification of recipient state in case of a
re-export
(5) Permission for on-site inspection
(6) Imported arms will remain in a certain branch or
unit of the armed forces
(7) Imported arms will not be deployed to a certain
territory or location

Once equipment has been transferred from the seller to
the buyer, there are different mechanisms available to
ensure exported items have reached their intended destination. An important tool is delivery verification certificates (DVCs) that is a form the recipient signs and sends
back to the seller once the equipment has been received.
Although this is technically part of the third stage of the
arms transfer chain, it is also considered as the first tool
of post-delivery control.
Post-delivery control covers a wide spectrum of possible
measures from standard monitoring of open sources to
more complex routine on-site inspections, which is situated at the hard end of the spectrum. These include:
(1) Open-source channels: Monitoring various
sources of information such as specialized reports and other media outlets
(2) Exporting companies: Communicate and collect
information from national exporting companies
(3) Diplomatic channels: Collect and verify information with national embassies and other diplomatic and security channels
(4) Request information: Send formal requests for
information to recipient
(5) On-site inspections: Send an investigating team
to carry out on –site inspections or post-shipment verifications (PSVs) on an ad hoc basis
(6) Establish routine information channels: Have
routine checks agreed upon by the importing
state.

An exporting country will include more clauses in the EUCs
it delivers depending on how strict its exporting policies are.
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Figure 3: Spectrum of monitoring tools and the degree of access to information they can give
I. Definition and theoretical framework
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Figure 4: Common actions available to respond to violations
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Response to Violations
There are no clear guidelines concerning how Norway
should respond when re-transfer controls are violated.
Common practice is:
(1) Legal prosecution: Prosecuting companies or
individuals involved that fall under the exporting
states jurisdiction
(2) Suspension of license: Suspending any existing
licenses for export to the end-user

(3) Revocation of license: Revoking EUCs or halting
the issuance of pending export licenses under
existing contracts
(4) Restriction of licenses: Restricting or denying
any future export licenses known as “strong
presumption of denial” or “blacklisting”
(5) Naming and shaming: Sharing relevant information with partners through the Working Party
on Conventional Arms Exports (COARM) or other official weapons control expert platforms.

Photo: Dan Nguyen (Flickr)
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Norwegian Legal
Framework on EUCs
I.C.

Norwegian weapons export law is based on three key documents drawn from national, regional and international
regulations: (1) the Storting decision of 11 March 1959 on
the export of weapons; (2) the EU common position of
2008; (3) and the UN Arms Trade Treaty of 2013.
(1) Government’s statement of 11 March 1959 and the
Storting’s decision of the same date, along with the clarification unanimously endorsed by the Storting in 1997
Norwegian export laws are based on a 1959 government
statement, which bans exportation of weapons ‘to areas
where there is a war or the threat of war, or to countries
where there is a civil war’. Subsequent clarifications to
this statement were made in 1997 to include ‘issues relating to democratic rights and the respect for fundamental human rights’. The 1959 government statement puts
an absolute ban on export to areas where there is a war
or the threat of war, or to countries where there is a civil
war’. Efficient EUCs thus have the potential to play a particularly important role in making sure that sales follow
national laws.

The Arms Trade Treaty (ATT) is a multilateral
treaty that regulates the international trade
in conventional weapons estimated to reach
US$70 billion a year. A total of 78 states have
ratified the treaty, and a further 54 states have
signed but not ratified it.[2] It was negotiated under the auspices of the United Nations
in 2012, the UN General Assembly adopted
the ATT in 2013 and entered into force in
December 2014. According to the UN Office for
Disarmament Affairs, ATT “implementation
actions may include adopting adequate legislation, setting up arms export control systems, establishing oversight processes, and
improving the management of stockpiles.”9

(2) EU Council Common Position 2008/944/CFSP on
exports of military technology and equipment
Norway is guided by the criteria of the European Union
(EU) Common Position on Arms Exports and consensus decisions of the Wassenaar Arrangement on Export
Controls for Conventional Arms and Dual-use Goods and
Technologies. This is a checklist to assess the domestic
situation in a recipient country and determine the risk of
diversion, respect for human rights and International law
before granting an export licence.
(3) UN arms trade treaty (ATT) of 3 April 2013
Norway follows all UN embargoes and ratified the Arms
Trade Treaty in April 2014. The preamble of the ATT refers to the need to prevent the diversion of conventional
arms for unauthorized end-use and end-users.8 Article
8.1 of the treaty states that “each importing State Party
shall take measures to ensure that appropriate and relevant information is provided, upon request, pursuant to
its national laws, to the exporting State Party, to assist
the exporting State Party in conducting its national export
assessment under Article 7. Such measures may include
end-use or end-user documentation.” Thus, the ATT does
not explicitly require signatory countries to include EUCs
in their licenses. However, it puts a particular obligation
on Norway to have sufficient measures in place – whether
it is EUCs or other kinds of tools - to assure it abides with
the international treaty.
8 ATT underlines the need to prevent and eradicate the illicit
trade in conventional arms and to prevent their diversion to
the illicit market, or for unauthorized end-use and end-users,
including in the commission of terrorist acts

9  UNODA, ATT Implementation Toolkit, “Why Join
the Arms Trade Treaty?” available at: https://
s3.amazonaws.com/unoda-web/wp-content/uploads/2015/08/2015-08-21-Toolkit-Module-1.pdf
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II. ASSESSING NORWEGIAN
POST-DELIVERY CONTROL MECHANISM
Norway places a strong emphasis on the pre-licensing
stage of the process. Its approach to export licensing is
based on risk assessment by the MFA prior to authorizing
export. If there is a high probability of diversion from a
suspected country, it is very likely that the export license
will not be granted in the first place. According to MFA
officials interviewed, “as Norway is very strict on destination countries and the majority of the export are parts and
components for the U.S. and the EU-countries, the need
for post-export controls is limited”.10 Norway recognizes
that little can be done to ensure that importing states
10   Conversation with MFA Officials (December 11, 2015)

The nature of the
clauses incorporated in
Norwegian EUCs
II.A.

The text of an EUC depends on the weapon sold and
where it has been produced. According to Official MFA
Guidelines, there are two distinct categories of weapons
Norway exports. 11 Category A includes arms, ammunition
and certain types of military equipment and components
with “the strategic capacity to influence the military balance of power beyond the immediate vicinity”. Category
B includes other defense-related products. Norway does
not require end-user declarations preventing re-exports
of weapons –from category A or B- from Nordic countries
and member countries of NATO, as well as “certain other like-minded countries”, who are all classified in Group
1.12 However, it is implicitly agreed by all allies that they
11  Paragraph 3.1 ¨Categories of Products¨ in Guidelines of 28
February 1992 for the Ministry of Foreign Affairs when dealing
with applications concerning the export of defense-related
products, as well as technology and services for military purposes (most recently amended 28 November 2014). The language here is unclear and can be misinterpreted.
12 See Paragraph 3.2 “Group of countries” in Guidelines of 28
February 1992 for the Ministry of Foreign Affairs. Group 1 appears to include NATO members, Nordic countries, and other
‘western’ countries such as Australia, New Zealand, Japan,
and Switzerland. Brazil, Bosnia, Croatia, Chile, Indonesia,
Kuwait, Malaysia, Singapore, South Africa, South Korea,
Thailand, UAE also received Category A exports in 2014.
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fulfill their obligations without an extremely comprehensive and forceful program that only countries like the U.S.
have the capacity and leverage to implement (the U.S.
program is called “Blue Lantern” and will be discussed
later).
As outlined in the first part of this report, the nature and
efficiency of Norwegian EUCs can be better understood by
analysing it through the framework of the three aspects
of the post-delivery control stage: (1) the nature of the
clauses incorporated (2) the existing monitoring agencies and tools and (3) the response mechanisms in case
of violations.

should refrain from re-exporting imported arms. Group 2
countries are approved as recipient of products in category A, following consideration by the Government. Group 3
countries might receive category B products after assessment whereas Norway does not sell any products to Group
4 countries.13 Depending on the sensitivity on the equipment and destination country, Norway imposes a re-export clause for countries from Group 2 and 3. Whether this
is a simple ban on subsequent exports or subjecting any
re-export to prior authorization is not specified.
As mentioned above, a majority of Norwegian weapons
export is actually components. The MFA Guidelines state
that EUC may be dispensed with provided that “Norwegian
parts, subsystems and components are integrated with
parts from other sources, and the finished product is
not designated as Norwegian.”14 This begs the question
of Norway’s ongoing responsibility for a product with
essential Norwegian components but no designation as
Norwegian.

13 Group 4 countries are blacklisted because they are “located
in an area where there is a war or the threat of war, countries
where there is a civil war, countries to which, on the basis of
a careful assessment of the foreign and domestic policy situation in the area, it is inadvisable to export arms and military
equipment and components, or countries covered by binding
sanctions adopted by the UN Security Council or other arms
embargo regimes and measures that Norway has aligned
itself with.”
14  See Paragraph 6.2 “Parts and Components” in Guidelines of
28 February 1992 for the Ministry of Foreign Affairs
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Norwegian exports

Importers

Category A

Group 1

• Certain types of arms and ammunitions, equipment for maritime
surveillance, electronic measures
against satellite-borne systems

• Nordic countries and NATO
members

Category B
• All arms and ammunitions that do
not belong in category A

• Other countries the Norwegian
government deems as like-minded

Group 2
• Countries not included in group
1 that have been approved by the
Government as recipients of products in category A

NATO Exceptionalism: Operating outside the EUC
framework
There are political and economic reasons for why Norway
is interested in keeping a certain level of flexibility regarding re-transfer restrictions. Importing states may
regard the strict imposition of controls as a violation of
its sovereignty, and might thus choose to not engage with
Norway on such purchases, choosing other, more flexible
sellers instead. The risk of hampering future arm deals
combined with the fear of increased diplomatic tensions is
preventing Norway from adopting clearer guidelines with
more precise language on monitoring and enforcement of
EUCs. The Ministry of Foreign Affairs argues that enforcing EUCs for every country –even from NATO- would go
against NATO policy of mutual aid.15 Furthermore, according to the MFA, there is not a big potential for diversion
from NATO countries because they have high European
and NATO standards. Thus since the risk of diversion is
low – there is no/less need for the enforcement of EUCs.
However, despite these high standards, it is alarming that
officials interviewed still attested to believing that two to
three countries within NATO are potentially at risk and require a second assessment.16

15 Interview with MFA Officials (Oslo, November 23, 2015). This
refers to Article 3 of the NATO treaty “the Parties, separately
and jointly, by means of continuous and effective self-help
and mutual aid, will maintain and develop their individual and
collective capacity to resist armed attack”. Available at: http://
www.nato.int/cps/en/natolive/official_texts_17120.htm
16 Interview with MFA Officials (Oslo, November 23, 2015)

Group 3
• Countries to which Norway does
not sell weapons or ammunitions
to (category A), but may receive
other equipment designed or modified for military use (category B)

Group 4
• Countries at war or under the
threat of war (civil or bilateral)
• Countries deemed inadvisible to
export to by the MFA
• Countries under an arms embargo by the UN, OSCE etc.

Figure 5: Official MFA Guidelines for license
applications for export licenses of arms and
military items

II. Assessing Norwegian Post-delivery Control Mechanism
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Norwegian monitoring
tools and agencies
II.B.

Norwegian Enforcement Agencies
The Norwegian government indicated in 2001 that the
Ministry of Foreign affairs (MFA) is the leading agency on
weapons export control. The MFA cooperates with other
Norwegian agencies on different aspects of the control.
They cooperate with the Directorate of Customs and Excise
for enforcement related matters, with the Norwegian
Defense Research Establishment (Ministry of Defense) on
technical questions relating to commodity lists, and with
the Police Secret Service on intelligence gathering.17 The
MFA further cooperates closely with Customs who verify
the licenses and reach out to their extensive international network, especially other Nordic customs agencies.
The dedicated branch of the Ministry of Foreign affairs is
the Export Control Section, which performs the risk assessment of countries, supported by diplomatic missions
abroad. Diplomatic missions provide information when
requested and can undertake verifications if tasked by the
Section, but MFA officials interviewed could not recall a
time when this was performed.18
Monitoring Tools
At the lower end of the monitoring spectrum, Norway
does not request DVCs to confirm that weapons or equipment have reached their intended end-user. MFA monitoring mainly consists in consulting outside units such as
UN monitor groups, ATT reporting, NGOs like Small Arms
Survey and Conflict Armament Research, as well as the
Dow Jones register and other specialized outlets.19
The crux of the MFA’s post-delivery monitoring efforts is
located at the level of Norwegian companies. Currently,
the MFA is cooperating closely with about a 100 weapons
export companies which are required to send quarterly
reports on shipment of military goods and dual use goods
for military purposes.20 Norwegian companies are legally
obliged to report back to the MFA in case they obtain information about an unauthorized re-export, however they
are not obliged to actively perform any check-ups. Due to
17 “The Norwegian Export Licencing System- an Overview”
available at: https://www.regjeringen.no/no/dokumenter/
licensing_system/id87870/
18   Interview with MFA Officials (Oslo, November 23, 2015)
19   Conversation with MFA Officials (December 11, 2015)
20   Interview with MFA Officials (Oslo, November 23, 2015); 51
companies were reviewed in 2014 according to the White
Paper.
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the nature of Norwegian weapons export consisting mainly
of parts and components, no companies have been prosecuted so far for any violations. Section 15 of the 2013 MFA
Regulations relating to the Export of defense-related products, dual-use items, technology and services, states that:
The Ministry of Foreign Affairs will, at least every
three years, monitor the compliance of recipients
with the criteria for certification referred to in section
13, second paragraph, as referred to in section 14. If a
certified undertaking no longer satisfies the criteria,
the Ministry of Foreign Affairs will require the undertaking to take the appropriate measures to ensure
that all the criteria and conditions are fulfilled.21
This requirement follows from regulations imposed on
Norway by the EU-Directive 2009/43, which was implemented in June 2013. Consequently, the first audit on
Norwegian defense companies that export weapons will
take place three years after this implementation date – in
June 2016. It will be based on the submitted quarterly reporting compared with the export records, which are to be
kept for a minimum of 10 years by the companies.
According to Norwegian MFA officials, there are currently
5 to 10 countries that Norway exports weapons to which
they consider are at risk of diversion and would need
greater control.22 In 2014, 20 applications for licenses to
export defense-related products were refused.23However, the Norwegian government has never carried out
post-delivery checks, let alone sent an investigating team
for on-site inspections. Thus, it appears that checking
Norwegian EUCs is limited to monitoring specialized
publications and media reports combined with regular
reporting from the limited number of companies exporting defense-related products.24 Norway operates towards
the lower end of the EUC spectrum on monitoring mechanisms, and consequently has access to a more limited
degree of information.

21   Chapter 4, Section 15 “Monitoring of certified undertaking” in
2013 MFA Regulations relating to the Export of defense-related products, dual-use items, technology and services
22   Interview with MFA Officials (Oslo, November 23, 2015)
23   Norwegian MFA (2015) Exports of defense-related products
from Norway in 2014 available at: https://www.regjeringen.no/
contentassets/e19e0d2f0fe74437897036c1ddaf45f6/whitepaper-s8-2015-2016.pdf
24   Conversation with MFA Officials (December 11, 2015)
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The response mechanisms in case of violations
II.C.

Norwegian legislation provides for investigation, prosecution and punishment of prohibited retransfers.
Enforcement mechanisms do exist but the MFA provides
very little information on the procedures. If re-exports
controls are violated by the importing country, the MFA
would then theoretically involve the Norwegian police
authorities for investigation in such matters.25 The Police
Secret Service would investigate the most serious cases on an ad hoc basis. In cases of serious allegations of
EUC violations the only “punishment” mechanism available to the MFA, is to deny further shipment of Norwegian
weapons to the violator. Section 15 of the MFA Regulations
states that “the Ministry of Foreign Affairs may also suspend or revoke certificates.”26 Violators are blacklisted and
categorized in Group 4 to which, “on the basis of a careful
assessment of the foreign and domestic policy situation
in the area, it is inadvisable to export arms and military
equipment and components”.27 Finally, the Export Control
Section will share relevant information with European and
NATO partners through weapons control expert platforms
and informal channels.28

According to senior MFA Export Control officials, “We
have the power to set strict EUCs but we do not have the
capacities to impose them”.29 Norwegian end-use monitoring is thus highly dependent on voluntary cooperation
of Norwegian export companies and their weapon recipients. End-user undertakings are often based on a ‘declaration of honour’ and the only available sanction is to deny
future export licences if a commitment has indeed been
breached. More worrying, there are no guidelines on how
Norway should respond in cases where EUCs are violated.
Post-delivery control is necessary because the situation in
an importing country may change rapidly. A recent example are the sudden changes of governments and regimes in
many Arab countries, which can only support the argument
for a strengthening of post-delivery control. However, strict
EUCs are worth little if no entity is able to detect and deter
weapons diversion.

25   Conversation with MFA Officials (December 11, 2015)
26   Section 15 of the 2013 MFA Regulations relating to the Export
of defense-related products, dual-use items, technology and
services
27   Paragraph 3.2 “Group of countries” in 2014 MFA Guidelines
28   Interview with MFA Officials (Oslo, November 23, 2015)

29   Interview with MFA Officials (Oslo, November 23, 2015)

“ End-user undertakings are often
based on a ‘declaration of honour’
and the only available sanction is
to deny future export licences if a
commitment has indeed been breached.
More worrying, there are no guidelines
on how Norway should respond in cases
where EUCs are violated. ”

II. Assessing Norwegian Post-delivery Control Mechanism
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III. BEST PRACTICES OF END-USE MONITORING
The United States,
Germany and the UK
III.A.

US EUM Programs
Despite evident shortcomings, the United States has the
most comprehensive enforcement program in the world.
The U.S. only monitors certain types of exported weapons with physical inspection of stockpiles, facilities and
records (MANPADS) but for the most part post-delivery
checks are made only in response to allegations of violation of EUC. For this purpose, the Department of State
through Regional Affairs and Analysis Division (RAA),
Office of Defense Trade Controls Policy (DTCP), Bureau of
Political-Military Affairs (PM) operates the Blue Lantern
Program.30
In FY2014, RAA initiated 564 Blue Lantern checks out of
63,000 export authorization requests. As this makes up
less than 1% of the total export authorization requests,
this is a cost-efficient way of controlling for alleged violations, and can act as a strong deterrence mechanism,
especially if performed on a randomly select basis. The
Blue Lantern Program does not make an exception for
NATO allies and 27% of the total number of verifications
took place in European countries. Despite its broad scope,
the Blue Lantern Program is surprisingly small. The annual report for 2014 states that the program is managed
by only six State Department employees and two contractors, along with the occasional help of U.S. embassy
personnel. The Department of Defense operates a similar Golden Sentry Program, which examines compliance
with Foreign Military Sales agreements. The DOD Golden
Sentry EUM program implements this law and EUM Tiger
Team assessment visits are the cornerstone of the Golden
Sentry program.
30  See End-Use Monitoring of Defense Articles and Defense
Services Commercial Exports (Fiscal Year 2014) available at:
http://pmddtc.state.gov/reports/documents/End_Use_FY2014.pdf
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Nevertheless, performing post-shipment checks is in itself not sufficient, and clear steps must be taken to ensure that these actually have an impact. Certain weaknesses have previously been recorded with regards to the
post-shipment verification practices in the U.S.31, and can
be categorized in three different forms:
1.

Lack of technical training amongst monitoring
officers, in particular when assessing dual-use
items where absence of compliance can be more
difficult to register

2.

Limited access to facilities provided by countries
to which equipment has been exported. Even
with a signed EUC, some countries might view
post-shipment verification checks as infringement on their national sovereignty and thus hinder complete access for monitoring officers

3.

Limited impact after verification on future licensing decisions, even if a case has been
deemed as “unfavorable”. While a certain delivery might be stopped, few futher steps are usually made for the same importer to apply for a
new license.

31 See report by the U.S. Government Accountability Office
from Jan 12, 2004: “Post-Shipment Verification Provides
Limited Assurance That Dual-Use Items Are Being Properly
Used”, GAO-04-357. Available at: http://www.gao.gov/assets/250/240908.pdf
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III.B.

Germany and the UK
There is consensus that the Norwegian arms industry
needs predictability in order to play up relative significance as a small NATO member, “a predictable cog in the
western military machinery”.32 Some opponents to requiring EUCs to NATO members claim that enforcing them
would be for Norway like resigning from NATO and that
Norway does not have the luxury to impose its export conditions like the US can with the Blue Lantern of Golden
Sentry Program.
Whereas it is true that Norway does not play in the same
league as the United States and does not have neither the
political leverage nor the –relatively small- manpower to
operate a system like Blue Lantern, examples from neighbouring European NATO partners show that “Norway’s
NATO exceptionalism is an exception in itself”.33 Not requiring any End-User guarantee for re-export without
prior authorization from other allied countries is not a
standard practice among NATO countries like Germany.34
Like Norway, most states opt for a strategy of thorough
risk assessment rather than end-use monitoring but
both Germany and the UK have the capacity to send an
investigating team composed of an expert supported by
diplomatic staff to investigate serious allegations of diversion.35 For example, the UK has monitored military
equipment exported to India on condition that it would not
be used in the contested region of Kashmir. Diplomatic
missions were briefed and instructed to report any cases
of violation to the UK government.36

32 Interview with Norwegian Church Aid Researcher and
Weapons specialist Hilde Wallacher (Oslo, November 10, 2015)
33 Interview with Norwegian Church Aid Researcher and
Weapons specialist Hilde Wallacher (Oslo, November 10, 2015)
34 See Elli KYTOMAKI (2015) “Nordic Arms Transfer Controls
and the Arms Trade Treaty: Strengths and Challenges”
SaferGlobe, p. 49; Glenn MCDONALD (2008) Chapter 5
“Who’s Buying: End-User Certification”, Small Arms Survey
Publication, p. 169.
35 Conversation with SIPRI Researcher and Weapons specialist
Mark Bromley (December 4, 2015)
36 Kyrre HOLM & Nicolas MARSH (2012) “Bullets Without
Borders“

Other Best Practices

Critics have pointed out that Norway does not have the
capacity to acquire monitoring capacities like that of the
UK and Germany, let alone the U.S. However, smaller nations like Sweden, Finland or Switzerland have similar
experiences that have relevance for Norway. The Finnish
Ministry of Defense always requires an EUC, where the recipient has to clarify the use and end-user of the product.
The end-user also confirms the possibility of an on-site
inspection of the receipt of the goods performed by representatives authorized by Finland.37 Switzerland requests
the right to carry out post-shipment verifications (PSVs)
in the EUCs it issues, when it determines that there is a
higher risk in diversion.38 Similarly, neighboring Sweden
has the capacity to investigate cases of diversion and
Swedish Agency for Non-proliferation and Export Control
(Inspektionen for strategiska produkter, ISP) has launched
several documented investigation into cases of breaches
in EUCs. They have in previous instances requested the
weapons serial numbers from the manufacturer, halted
the issuance of all new exports to targeted countries and
sent formal requests for information.39

37 Elli KYTOMAKI (2015) “Nordic Arms Transfer Controls and the
Arms Trade Treaty: Strengths and Challenges” SaferGlobe
Publication, p. 50.
38 Mark BROMLEY & Lawrence DERMOD (2014) Addressing
Unauthorized Re-Export or Re-Transfer of Arms and
Ammunition, SESSAC Publication, p. 23.
39 Mark BROMLEY & Lawrence DERMOD (2014) Addressing
Unauthorized Re-Export or Re-Transfer of Arms and
Ammunition, SESSAC Publication, p. 28-29.

III. Best Practices of End-use Monitoring
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IV. RECOMMENDATIONS
Strict control measures might impede Norwegian weapons export and give importing states incentives to opt for
the less rigorous weapons exporter which does not require intrusive and sensitive post-delivery checks or onsite inspections. However, issues of secrecy, sovereignty
and jurisdiction are central to the question of EUC controls. Too much confidence is placed in the pre-licencing
assessments. Despite evident costs, neglecting end-use
monitoring will eventually cause harm to both Norway’s
legal weapons exports and more importantly, in the long

Strengthening
Norwegian Clauses

run harm Norway’s reputation as a peace nation. By neglecting capacities to monitor and enforce EUCs, Norway
is running the risk of losing its credibility as a responsible
weapons exporter.
Norway cannot completely eliminate the risk that the weapons it exports will eventually be diverted but can strengthen its capacity to mitigate it. Since 2012 it has put considerable efforts in assessing diversion risk at the licensing
stage, but effective control of EUCs should now be a priority.

Building Capabilities
to Control EUCs

IV.A.

IV.B.

Request DVCs. Norway should always requests Delivery
Verification Certificates (DVCs) to confirm that weapons
or equipment have reached their intended end-user as a
necessary first measure of post shipment control.

Control Cell. Qualified personnel including MoD weapons
experts, MFA legal advisors and custom officials should
be recruited in a Control Cell whose goal is to verify and
monitor existing EUCs. This Control Cell structure is ideally tailored for periodic and ad hoc missions targeting
particular countries presenting cases of diversion. This
cell should be within the scope of existing bureaucracy
and expertise within the government agencies. If Norway
is serious about weapons control then it should give itself
the means to not just assess the acceptable risk of diversion but actually to control it.

Re-export Clause. “No re-export without permission”
should be a clear standard in all licences. Norway should
at least secure end-user guarantees whereupon importing countries are required to notify Norway’s of potential
re-exports. Thus, Norway should put an end to its unbalanced perception of NATO exceptionalism and incorporate
re-export and end-use clauses in all cases, irrespective of
the intended final user. While Norwegian export officials
are worried that stricter control mechanisms will withdraw Norway from NATO, such concerns are overrated,
particularly against the fact that countries like the United
States, Germany and the UK require End-User guarantees
with “no re-export without prior authorization” clauses
even to close partners. This necessity is even further reinforced by the fact that the Norwegian MFA is suspicious of
a few of its NATO partners regarding potential diversion.
On-site verifications. Norway should include reservations
to the right to conduct post-export end-use monitoring in
certain cases. EUCs should systematically incorporate a
clause allowing Norwegian arms export officials to verify stockpiles and equipment. The U.S as well as smaller
countries such as Switzerland or Sweden, already do have
the legal flexibility to perform such post-export on site
verifications procedures, increasing the credibility of their
overall export control system.
16

Diplomatic Support. The Control Cell should collaborate
with the existing Norwegian diplomatic channels and get
support from Embassies and Consulates to both monitor
Norwegian weapons or components and provide support
during investigations. If there are no military attaches positions in certain countries, a Norwegian diplomat should
be responsible for the defense portfolio. Staff responsible
for this portfolio should therefore be trained to basic enduse monitoring. The 5 to 10 countries deemed “at risk”
by the MFA should preferably be monitored by an expert
diplomat or qualified officer.
Virtuous Cycle. While risk can be mitigated and reduced,
some risk will always exist. An effective control system cannot stop at the moment the licence is awarded.
Acceptance of EUCs at face value is insufficient to prevent
unauthorized transfers. Thus, even if Norway requests
DVCs, imposes re-export clauses even to partners and
secures permission for on-site inspections if specific
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“ Providing a system
heavily reliable on
legislation and with
little or no mechanism of enforcement,
reduces such a system to a paper tiger: It appears to
be strong, but is in
essence – weak. ”

cases, it needs to acquire the capacity to control these.
End-use after export can improve risk assessment during
the licensing process whereas today many violations
might go undetected and unpunished. End-use controls
are a fundamental part of the licencing process. Posttransfer verifications will then feed into later pre-licencing assessments.

Organizational
Harmonization and
Cooperation
IV.C.

Harmonisation across the EU and NATO. Clear sanctions
should be integrated and harmonized – something the international community has previously achieved with ManPortable Air Defense Systems (MANPADS). This can be
envisaged for other weapons, if done through systematic
information exchange among member states on violation
of end-use certificates. Individual European states have
limited capacities to impose strict EUCs or shoulder the
costs of advanced control capacities. However, enhanced
cooperation at an EU level can lead to the creation of a
program of similar scope to the acclaimed U.S Blue
Lantern Program. Similarly, the question of responsibility over components integrated into systems that are not
designated as Norwegian should be clarified and agreed
upon among partners.
Cooperation with Nordic Partners. There is a high potential for export control cooperation with other Nordic
countries. Their legal control system and structure
should be taken into account. In addition, opportunities
for pooling verifications resources and capacities either
in Scandinavia or through respective diplomatic missions
should be explored.
Two-track approach. Regional cooperation can attest to
a multiplier effect where a combined organizational effort
produces a result greater than the simple aggregation of
individual regulations. However, pursuing an organizational harmonization should not be used as an excuse to
delay necessary and urgent reforms at the national level.
For many years, the Norwegian MFA has wanted to form

common EUC standards at the NATO level rather than
first changing their national policies. Norway should
tighten its regulations regardless of what NATO or the
EU does – the Norwegian government is responsible
for doing what it takes to ensure Norwegian arms do
not end up with irresponsible end-users, and it should
not avoid installing measures that can help increase its
accountability on this issues towards its own citizens.

MANPADS standards. The 2003 Wassenaar
Arrangement for Export Controls of MANPADS
and 2004 OSCE Principles for Export Controls of
MANPADS requires that goods will not be re-exported without the prior consent of the exporter and that
the importer will inform the exporter of any instance
of “compromise, unauthorized use, loss, or theft of
any MANPADS material”. The exporting state is also
obliged to ensure that the importing state is able to
implement effective measures for “secure storage,
handling, transportation, use of MANPADS material,
and disposal or destruction of excess stocks”.40

40   See “Elements for Export Controls of Man-Portable Air
Defense Systems (MANPADS)” available at: http://www.
wassenaar.org/wp-content/uploads/2015/06/Elements-forExport-Controls-of-Manpads.pdf

IV. Recommendations
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CONCLUSION
Final Assessment: No signs of
Enforcement Mechanisms in Norway
MFA puts most of its weight on preventive action and therefore post-shipment control
has never been a priority. This makes the Norwegian EUC system very reliant on the
compliance of receiving countries. On paper Norway appears to have all the necessary
instruments and systems to prevent diversion and is considered by many a pioneer in
fighting arms transfers through a strict assessment.41 However, uncontrolled EUCs appear to be the underbelly or Achilles heel of the Norwegian arms export control system.
Without a strong control mechanism, Norway does not have a credible deterrent against
re-exports of weapons, rather, like a prominent Norwegian EUC expert stated, “all we
have is paper”.42
Norway has never performed post-delivery verifications because it does not have the
legal, institutional and material capacity to do so. However, such check-ups are essential
elements of an effective export control system, and can be performed on a select basis, instead of instituting check-ups in all cases, which would serve a deterrent function
for other importers. Performing check-ups on a select basis is more cost-efficient as it
solves the problem of having to follow up on all exports, as well as having to continue
follow-ups throughout the lifespan of weapons and equipment, which might be long.
In recent years, the Norwegian government has made efforts to improve the transparency in Norwegian arms and military exports, and releasing detailed sales statistics and information on regulations in an annual white paper is one way they have sought to achieve
this. In a recent press release accompanying the newest white paper, the Government
reaffirmed its commitment to the role of Norway as a “world leader in ensuring transparency about exports of arms and military equipment”, as well as its intention to provide
a restrictive system of export controls. However, providing a system heavily reliable on
legislation and with little or no mechanism of enforcement, reduces such a system to
a paper tiger: It appears to be strong, but is in essence – weak. Building in preventive
enforcement measures into the system is an opportunity for Norway to further take the
lead in the creation of an accountable arms trade system, in particular through strengthened international cooperation on such measures, which will in turn help influence the
creation of needed common norms on arms export control with near allies, as well as
ensuring full compliance with its own export legislation.
If Norway takes the risk of exporting weapons to countries “where there is a war or the
threat of war, or to countries where there is a civil war”, then it should have an insurance
policy. This insurance takes the form of enhanced monitoring and control capabilities.
41 Norway is one of the very few major exporters, which considers whether the recipient has
stockpile security sufficient to prevent theft, loss, diversion, or unauthorized transfers. Silvia
CATTANEO (2012) “Small Arms Transfer Control Measures and the Arms Trade Treaty”, Small
Arms Survey Publication, p. 129.
42 Interview with Norwegian Church Aid Researcher and Weapons specialist Hilde Wallacher
(Oslo, November 10, 2015)
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Acronyms & terms
ATT: Arms Trade Treaty, is a multilateral
treaty that regulates the international
trade in conventional weapons.
COARM: Working Party on Conventional
Arms Exports, EU official weapons control
expert platforms.
DVC: Delivery Verification Certificate, a
document confirming that weapons or
equipment have reached their intended
end-user.
EUC: End-User Certificates, a document
used in international transfers to certify
that the buyer is the final recipient of the
materials, and to which a number of reexport or control clauses can be added.
MFA: Ministry of Foreign Affairs,
responsible for weapons export in the
case of Norway
MOD: Ministry of Defense
PSV: Post-Shipment Verifications, or onsite inspections
SALW: Small Arms, Light Weapons,
ammunition, and components

Blue Lantern: a comprehensive U.S.
weapons monitoring program
Defense-related products: any product
listed at any given time in List I of MFA
regulations.43
Diversion: unauthorized retransfers
Dual use: dual-use weapons can be used
for both peaceful and military aims.
Export License: authorization from the
Ministry of Foreign Affairs to export
Exporting companies: the company
selling and shipping weapons abroad.
Post-delivery: the final stage of the arms
transfer chain, when weapons have been
shipped and delivered to the recipient.
Recipient: the legal or natural person
who is legally responsible for the receipt
of products, usually the buyer of imported
weapons.
Retransfer or Re-export: products are
transferred from the recipient state to a
third party
Supplier: the legal or natural person who
is legally responsible for the export of
products
43 List I corresponds to the Annex to Directive
2014/108/EU of December 12, 2014 available
at: http://eur-lex.europa.eu/legal-content/
EN/TXT/?uri=CELEX%3A32014L0108
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NORGES KONTROLLSYSTEM
FOR VÅPENEKSPORT:
En papirtiger?
I 2014 eksporterte Norge forsvarsmateriell til en verdi på 3,6 milliarder kroner, en
nedgang på 15 prosent siden året før. Likevel flyttet Norge oppover i verdensrankeringen
av eksportører av våpen og militært utstyr fra 19. plass til 17. plass. En betydelig rolle
som eksportør på verdensnivå medfører ansvar for at eksporten ikke undergraver andre
strategiske interesser Norge måtte ha, som å unngå at sensitivt utstyr havner i gale
hender.
Sluttbrukererklæring er et viktig verktøy for å forebygge ulovlig eller uansvarlig overføring av våpen. Det er et skriftlig dokument som brukes for å garantere at kjøperen
er den endelige mottakeren av materialet og sette begrensninger for videresalg til en
tredjepart (for eksempel forbud uten samtykke).
Mens systemet virker godt på papiret, er det sjelden at verifisering og kontrollsjekker i
etterkant av salget blir utført.

« I Norges tilfelle
I Norges tilfelle fant rapporten
at slike kontroller etter motfant rapporten at slike
tak, som bekrefter at det er
kontroll
er etter mottak
den avtalte sluttbrukeren som
aldri
har
blitt utført. »
er i besittelse av det eksporterte materialet – aldri har blitt
utført, grunnet mangel på juridisk, institusjonell og materiell kapasitet. Dette innebærer
en risiko for Norge, siden systemet er helt avhengig av at mottakerlandet overholder
sine løfter. Uten sterke kontrollmekanismer, eller ingen i det hele tatt, har ikke Norge
effektive avskrekkingsmekanismer for å forhindre videreeksport av våpen.
Rapporten kommer med en rekke anbefalinger til norske myndigheter for å øke kapasiteten til å overvåke og håndheve sluttbrukereklæringene, samt gjøre våpeneksportprosessen mer gjennomsiktig. Her bør Norge se til andre allierte som allerede har velfungerende systemer. Effektiv kontroll på sluttbruker er en uunnværlig del av den større
kampen mot våpenspredning. I det lange løp har Norge mer å tape på å ikke iverksette
tiltak, enn de kostnadene økt kontroll vil medføre.

